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Introduction
1. This policy outlines the guidelines for using generative Artificial Intelligence (GenAI) tools within the [Name of organisation] to ensure compliance, security and support creativity and productivity.
Purpose
2. This policy aims to ensure that any GenAI used within the [xxxx] is done so securely and responsibly in line with our values. It should be considered with our existing technology and data-related policies.
Scope
3. This policy applies to employees, trustees, contractors, and third parties with access to [xxxx] data and information. This policy applies to the use of AI applications on [xxxx]devices and personal devices when used for work purposes to process work related information.
4. Failure to comply could result in disciplinary action in line with our disciplinary policy. 
Definitions
5. Generative AI (GenAI) refers to an artificial intelligence technology that synthesises new text, audio, or imagery from bodies of data in response to user prompts. GenAI models can be used in public AI tools, such as ChatGPT or within applications like Adobe applications. If you have any questions about what constitutes GenAI, please contact xxxx.
Policy Statement
6. The [xxxx] GenAI policy is to ensure compliant, secure, and ethical use of GenAI technology. The guidance within this policy defines acceptable use and outlines obligations when using approved GenAI tools and applications.
7. Privacy, Security, and Confidentiality: Information is shared with a GenAI tool by user prompts, instructions, or questions. Generally, providing access to information constitutes sharing data with the tool. The sharing of data on a public GenAI tool potentially makes confidential or sensitive information public as the tool may train its model on the data shared. In some cases, data that has been anonymised could be linked to personal information and become exposed. Any personal or organisational data or otherwise confidential information entered into the prompt may appear in other users' output. To avoid this the [xxxx] only allows use of [eg. Microsoft 365 Copilot/Google AI] as all information remains in the [xxxx] domain and is not used for training. This policy is designed to be extensible. As our understanding around AI grows, so too will this policy. This includes regular updates to the list of approved GenAI tools.



Approved GenAI Tools
8. To enhance productivity and maintain data security, all employees are requested only to utilise the GenAI tools/applications below.
9. List of permitted tools/applications: - this is an example. Please detail the service of your choice, if this is something that the organisation will restrict
· Microsoft 365 Copilot.
· This should only be accessed through your Office 365 log in. In this way it ensures anything searched or queried within this portal is stored solely within the LDBF Microsoft environment.
· To be used for text content generation, summarising documents/reports, research assistance, data analysis, creative content generation.
· We suggest using the Microsoft 365 Copilot training materials on the Microsoft website if you need guidance.
· Microsoft Teams Premium (AI notes)
· This should only be used through LDBF Teams accounts.
10. The list of approved tools is continuously under review. This list is managed by the Head of IT under the oversight of SLT. If you wish to have a particular tool reviewed and included in a future version of this policy, please contact the Head of IT. In doing so you will need to provide information as to how the tool could help you in your role. This will then be reviewed and considered by the Head of IT, the CFO and the CEO, with a response given within 28 days. Permission may be given to pilot as part of this.
Prohibited GenAI Tools
11. Tools/applications not listed in the Approved GenAI Tools section are not permitted for any work-related tasks. This includes generating reports, drafting emails, or any other professional communication. [xxxx] reserves the right to monitor the use of alternative, unauthorised GenAI tools.
Security Information
12. The [xxxx] may block access to any unauthorised GenAI tools from organisational devices if deemed necessary. 
13. The approved and prohibited lists will be updated regularly as new GenAI tools become available and are tested for use. 
Review of Generated Content
14. Employees must take reasonable steps to review all outputs generated by approved AI tools for accuracy, potential plagiarism, and copyrighted materials before publishing or sharing. This includes verifying any facts, ensuring proper citations, and confirming that the content and formatting agree with organisational standards. Employees remain responsible for any output and any inaccuracies contained.

Monitoring
15. The [xxxx] reserves the right to assess and monitor the use of GenAI tools on any [xxxx] issued devices or any other devices that connect to [xxxx] managed networks to ensure compliance.
Failure to Comply
16. Any users who fail to comply with this Policy will be in breach of the IT Usage Policy (if applicable). Repeated or serious breaches may lead to disciplinary action being taken.
Policy Review and Feedback
17. As GenAI develops and our usage of it increases, this policy will be reviewed regularly to ensure it remains current, effective, and relevant.
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